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Construction of smart contract mechanism for users’personal
information protection of online platform companies

XU Juan, LI Haotian

(School of Law and Public Affairs, Nanjing University of Information Science &
Technology, Nanjing 210044, China)

Abstract: Personal information protection policy is a general term for the text of the online platform
companies' policies and measures for maintaining users' personal information, and, in accordance with
existing laws and regulations, stipulating and explaining in details its acquisition, management and
protection of personal information. Smart contracts, as specific code programs that cover informed consent
rules and are automatically executed, can be used to implement personal information protection policies in
intelligent application scenarios. China's Personal Information Protection Law, which has entered the
implementation level, requires certain procedural mechanisms to ensure the compliance of personal
information handling behavior of enterprises, and the non-intelligent nature of the existing procedural
mechanisms makes it difficult to deal with the phenomenon of excessive collection and abuse caused by
personal information handlers with technical advantages. Therefore, it is necessary to attempt to use the
technical management function of smart contracts to make up the deficiency of personal information
protection policy. And specific measures include targeted transformation of block-chain as bottom
technology of smart contracts to meet the needs of protecting personal information so as to execute the
fulfilment of the simulation of personalizing smart contracts as well as dynamic control on peculiar securing
and notifying the agreement of the rules. The smart contract is embedded in the whole process of handling
personal information by the online platform companies, and the personal information protection policy
between the user and the platform is built with the smart contract as the core.

Key Words: smart contracts; online platform companies; personal information protection policies
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