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Protection of information privacy under the background of
“Big Credit” from the per spective of incor porating fiduciary duty

GU Minkang, BAI Yin
(School of Credit Risk Management, Xiangtan University, Xiangtan 411105, China)

Abstract: The concept of credit under the context of the social credit system construction has gone far
beyond the concept of credit that is popular in the traditional financial or commercial field and it becomes
the new measure of social governance, so it can be called the “Big Credit”. The utilization of credit
information under the concept of “Big Credit” is based on collecting, batch-processing and accurately
applying massive credit information. Although its utilization can solve the problem of the credit information
asymmetry between different credit information controlling institutions to a large extent and largely improve
the social credit atmosphere through the universal use of credit products, the convergent use of massive
credit information makes the credit information controllers gradually become the gathering center of credit
information, hence forming a new and unequal relationship with the credit subjects. Such relationship
increases the risk of the violation of information privacy and brings great challenges to its protection.
Currently, the rule of informed consent is commonly adopted by many countries. This rule highlights the
core essence of information self-determination theory and provides the formal possibilities for credit subjects
to control and protect their credit information. However, there still exist many obstacles in practice, which
makes it hard to for the rule to achieve its expected protective function. Therefore, China should introduce
the fiduciary duty rule to give credit information controllers the discretionary power of credit information
utilization, but at the same time clarify their fiduciary duty and follow up with entrustment liability if they
fail the duty so that the rule of informed consent can better solve the problem of the balance of interests
between the use of credit information and the protection of information privacy.

Key Words: social credit system; credit information privacy; informed consent; fiduciary duty
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